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3. SW, HW 1A X

1. A AMLH o7 =%

Deep Learning
Serer
Server

Client 1 Client 1 Client 1

Blockchain

Doctor Org Doctor Org
API Server

Node 1 (Peer Node) Node 1 (Peer Node)

Orderer Org

@ IPFS Node 1
(Orderer Node)
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2. =%

Name: Hyperledger Fabric

Version: 2.2

o5 m2to|yl S2HOI WESA T (AL 22, B3} 2))

Source: Github (https://github.com/hyperledger/fabric)
A1 22| 2F H[O] A]

Name: Hyperledger Explorer
Version: 1.1.3
o3 220l LESIT AEf Bl Ths

Source: Github (https://github.com/hyperledger/blockchain-

explore)
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- Name: IPFS
- Version: 0.7
- e O|0|A[& F4F A etl.

4. Held A|AE
- Name: Tensorflow
- Version: 2.0 O|4f
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5. &l MH|A
- Name: Python Flask / HTML, Javascript, CSS
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1. Web Service +&& ¢/t AWS AH
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1.1 Sign In 27191510 MH|AZ 0|235tC} signin()

1.2 Sign Out Z7°010] £|0{QU= HEfo|A 210HR 2 Sttt signOut()

1.3 Sign Up ol 7ttt o= 22 QA His 4 Y-S ¢ AH2IC signUp()

1.4 Upload Image  O|0|Z|E Y=E $ICt 0| WS2 2|= 2Tk 7HsotCt. uploadimage()

1.5 Detect Strange 0| &St O|D[2|7} SO{Rt=A| LR[St detectStrange()

1.6 Get Info olz HEE Qs 7t- 2Lt getinfo()

1.7 Authorize ZI0lgt uio] 3| M YES HIEC 2 A|AE ¥ AHStES =0t getAuthorize()

2.1 Check O|22 HEHS 7t ALZ APt 2t -T’-% T4 (BHafe j—'?_'%_% checkAuthorize
S o 2 S

Authorized Data H= sl Al2tet HEl) E HIE e = Stz}e| 710l K|0|& S Z3|etC}. dData()
2.2 Check Self 3l AEAPIL B 1@ ZAE 0|8510] AL HIO|E{E & checkMyData()
Data

et
2.3 Upload Data O|2 2 ArEA/t 2t 17 =4S 0|50 22| H|O|E{E & uploadData()
A=)

2.4 Upload To IPFS  IPFSOj| O|0|Z| S Y2 oF & 0|0|X|0f si{Est= olA| OFO|C|S  uploadTolPFS()
=C



3.1 Send Model Se{d MHO|A 2t = Eof|A 22 S ALt sendModel()
3.2 Learning 2t L EHZ QES SHESSICT Fitting()

Model

3.3 Send Model 2F Lo HoliRl 52 25 stootH 282 MESHtt sendToServer()
from Node to

Server

3.4 Modify Model E2d AHOM Zt CEOM ELj2 DEHES Z66iC} modifyModel()
3.5 Validate Model E2{d AHO|A SEot RES AS S validateModel()
3 6 Check Loss MEO|M 2F =E0f| A L2 validation loss& 0| 2| validation  checklLoss()

loss@} H| W5t master 222 WA R| Z2dst0 EH 514 ot
= M 0| 0|2 A|R| %2 M training= SA|3ICY,

3.7 Fetch Model Sled MHOIM EMEO| 24 RBZ M-St fetchModel()
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1) Web System QIE{I{|O]A

AWS Lightsail
|

*  Nginx Web Server ¥ Gunicorn WSGI
Gunicorn

2R Sunicorn
e

Socket

NGiNX i Flask app — >

v

Static Templates ‘

Database

REST API (Blockchain)

1. Request to Web

Sign In GET /doctor/get-patient-image
Sign out GET /patient/get-my-img
Sign Up

POST /doctor/upload-patient-img
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1) Web System 4FA|| C|Z}OI

Flask App
Views Templates
doclogin doclogin
docSignup docSignup
login login
signup :
signup
logout
docMain R doctor
patientMain patient
search
upload \. search
upload

Models

doctor

patient

Database
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2) Blockchain & IPFS QIE{T|0]%

GET /doctor/get-patient-img

Web / L GET /patient/get-my-img
Deep Learning Client Application . :
P o POST /doctor/upload-patient-img
Application (Deep Learning)
Result Query Traing 1, 2, 3’s image
Image Image

Blockchain

Upload/ Upload/ R aIT Patient Org
Query Query Channel
@lPFS Image Data D) ChainCode ChainCode
IPFS Node Node 1 (Peer Node) _ Node 1 (Peer Node)
- N
Raw CID (Hash) Result CID (Hash) / Orderer Org

Node 1
(Orderer Node)

Orderer Org CA
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2) Blockchain & IPFS AFA| C|A}2I

Express REST API

Routes/Doctor
Routes/Patient ——
Application
Services

externalConnect

imgAdder
o5 ImgGetter
dataQuery
dataUpload
addIPFS Gateway
getIPFS Identity

Blockchain

Contract

Af

g

/

PatientHashExists
CreatePatientHash
UploadPatientHash

GetPatientHashHistory
GetAllResults
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3) Deep Learning QIE{I{|O|A

Request to Web

sendModel

gRPC Server S

Web Server

Application (Blockchain) =

Request to Server

updateModel

connect

validate

oy

gRPC Server

gRPC Stub

Deep Server

Query Training 1, 2, 3’s image

Response

gRPC Stub

Client

ol

gRPC Stub

Client

N\

o

Request

gRPC Stub

Client
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3) Deep Learning AHA| C|Z}0I

sendModel

modifyModel
fetchModel \ checklLoss
fetchModel

sendToServer
fitting
validateMode|

sendToServer
fitting
validateMode|

sendToServer
fitting
validateMode|




6. System Test
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6. System Test

2. Blockchain
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6. System Test

3. Deep learning
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Master modeld} averaging Clientol] 20| MasicH
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7. Traceability Analysis

System Test Case Ae] Cizfel M= Cixtol
auth_views

1.1 Sign In —> 219l —> Sign In >
1.2 Sign Out —> 270 — Sign Out E models
1.3 Sign Up —> 3|47+ g Sign Up forms
1.4 Upload Image o|=2Io| St2t Cf|0|E{ query GET /doctor/get-patient-img
1.5 Detect Strange 2tz2to| A4 H[O|E query GET /patient/get-my-img addIPFS
1.6 Get Info o|2219] 32} 4|0|E{ upload POST /doctor./upload-patient- getIPFS
1.7 Authorize 010I| 27} IPFS %2 mo externalConnect
2.1 Check Authorized Data IPFSOi|A] OO 2| 271 7tA & el e s s e dataQuery
2,2 Check Self Data Upload Image dataUpload
2.3 Upload Data QUEMIma0e
2.4 Upload to IPFS QU ML 9D CHA| S Upload Data sendModel
2.5 Get From IPFS od st Query Data modifyModel
3.1 Send Model StET 22 AHZE S checkLoss
3.2 Learning Model dE A2 2YSS Y Lecicvees fetchModel
3.3 Send Model from Node to 2d A4S NG Cor.mect sendToServer
Server =3} v Validate Fitting
fetchModel validateModel

3.4 Modify Model
3.5 Validate Model
3.6 Check Loss
3.7 Fetch Model
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